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—I Data Loss Prevention

Data Loss Prevention (DLP)
1s the process and
methodology to detect and
prevent unauthorized
transmission or disclosure of
sensitive information. At the
heart of DLP is a combination
of people, process and
technology. These elements

must work together to help
ensure sensitive data is kept secure.

On average 1 out of 400 email messages contains sensitive data and
last year it was reported that 1 out of 3 companies loss sensitive data
through email.

SECURITY

What can you do to prevent data loss?

1. Do not send sensitive data, such as credit card numbers, social
security numbers, and driver license numbers, outside of ADOA
unless there is a business need.

2. If a business need exists, when communicating with entities outside
of ADOA, use secure methods of transferring sensitive data. For
example, instead of sending credit card information through email,
use the vendor’s secure website (the URL will have https://).

3. If there is not an option to use a secure website or other secure
portal, type the word “Secure” in the subject line of your email.
Typing “Secure” in the subject line of your email will force
encryption of your message to ensure it arrives at its destination in
the most protected manner.

For more information on Internet safety, please visit
http://www.msisac.org/awareness/news/
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